Oroghene A. Emudainohwo

San Jose, CA | +1 (267) 492-1552 | oemudainohwo@gmail.com | LinkedIn

Summary

Software Engineer with over 2 years of experience at AWS designing and operating secure distributed backend services and
APIs using Python, C, and Java. Expertise in DDoS mitigation and security automation, including reducing DNS mitigation
updates from 4 weeks to 3 days. Skilled in cloud security infrastructure, RESTful API development, and agile collaboration,
seeking to drive scalable secure solutions in cloud environments.

Education
Drexel University Sep 2018 - Jun 2023
Bachelor of Science, Electrical Engineering Philadelphia, PA

* GPA: 3.77/4.0

 Achievements: Tau Beta Pi Engineering Honor Society, IEEE Eta Kappa Nu Honor Society, Dean’s List, Pennoni Honors
College

* Coursework: Minor in Computer Science, Minor in Mathematics

Work Experience

Amazon Web Services Jul 2023 - Present

Software Development Engineer Santa Clara, CA

* Designed and built a threat intelligence visibility layer using AWS Athena that enabled the security engineer team to query
top talker IP trends in real-time; improving operator experience when investigating DDoS attacks

* Designed and Implemented a high-scale diagnostic orchestrator using gRPC and DynamoDB to monitor hardware health
(CPU, NIC, SSD); reduced the time to identify and decommission faulty edge hosts by 65%.

» Automated the ticketing workflow for Data Center Operations (DCO), eliminating manual hardware health checks and
preventing the activation of data plane software on unhealthy hardware.

* Engineered a DynamoDB-backed distributed locking mechanism that coordinated maintenance windows across 600+
locations in over 30 regions, maintaining 100% service availability during critical security updates.

* Engineered a pipeline that reduced DNS Known Good Resolver IPs bloom filter deployment time by 90%, reducing
"Unknown Resolver" data noise from 30% to less than 10%.

* Led a task force to cut the average age of the oldest deployed code across 55 pipelines from 100 days to under 28 days by
revising pipeline classifications, updating approval workflows, and replacing manual approvals with automated integration
tests

* Developed a dashboard with Grafana that visualizes service availability, DDoS-impact minutes, packet latency, and error
metrics, enabling the team to pinpoint issues quickly and cut incident investigation time

* Spearheaded the integration of three distinct on-call rotations into a single unified team, reducing redundant paging events
by 25% and improving engineer work-life balance.

* Trained and onboarded 8 new team members on on-call run books, tools, SOPs, and escalation expectations through
shadowing sessions, resulting in a 40% faster response time for new engineers

» Implemented and deployed a distributed Auto-Reboot system that automated OS patching for the global data plane fleet,
achieving a 30-day patching SLA and reducing manual maintenance overhead by 80%

» Improved software version consistency across the fleet by implementing manifest tracking, reducing the count of "stale"
software versions by 40% within the first quarter of deployment.

* Architected a pipeline wave assignment algorithm that prioritized deployments based on location health, successfully
lowering the average deployment age from 300 days to 90 days.

* Eliminated over 30 manual regional service build tasks by orchestrating automation tasks to reduce build time from 2
months dev time to minimal checks to debug, edit, and retry failed workflows

Skills

* AWS Services: AWS Cloud Infrastructure, CloudFormation, Lambda, EC2, VPC, CloudWatch, S3, DynamoDB, Athena,
AppConfig

» Network Security: DDoS Mitigation & Anti-DDoS Technologies, Intel DPDK (Data Plane Development Kit), TCP/IP
Protocol Analysis, DNS Security, Network Traffic Analysis (Wireshark)

* Programming: Python, C, Java, TypeScript, Ruby, Go, API Development, CLI tool creation, Object Oriented
Programming, Restful API, Test automation, Bash, Backend Development, Distributed Systems, Linux, Systems
Programming, Debugging

* DevOps: Agile, CI/CD, Docker, Terraform, Grafana, OpenSearch, GitHub Actions

* Al development tools: Cursor, Kiro IDE, ChatGPT, Claude, GitHub Copilot
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